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Cyber Security 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Internet connected 
radio equipment 

Common security 
requirements 

EN 18031-1: Common security 
requirements for radio 
equipment - Part 1: Internet 
connected radio equipment 

Internet connected 
radio equipment, 
childcare radio 
equipment, toys 
radio equipment and 
wearable radio 
equipment 

EN 18031-2: Common security 
requirements for radio 
equipment - Part 2: radio 
equipment processing data, 
namely Internet connected 
radio equipment, childcare 
radio equipment, toys radio 
equipment and wearable radio 
equipment 

Equipment 
processing virtual 
money or monetary 
value 

EN 18031-3: Common security 
requirements for radio 
equipment - Part 3: Internet 
connected radio equipment 
processing virtual money or 
monetary value 

Consumer Internet 
of Things (IoT) 
devices 

Baseline cybersecurity 
requirements for consumer 
IoT devices 

ETSI EN 303 645 Cyber – 
Cyber security for consumer 
internet of things: Baseline 
requirements 

Health software and 
health IT systems 

Security activities in the 
product life cycle 

IEC 81001-5-1 Health software 
and health IT systems safety, 
effectiveness and security – 
Part 5-1: Security – Activities in 
the product life cycle 

Network-
connectable 
products 

General software 
cybersecurity requirements 

ANSI/CAN/UL 2900-1 Software 
cybersecurity for network-
connectable products, Part 1: 
General requirements 

Network-
connectable 
components of 

Particular software 
cybersecurity requirements 
for healthcare and wellness 
systems 

ANSI/CAN/UL 2900-2-1 
Software cybersecurity for 
network-connectable products, 
Part 2-1: Particular 
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Cyber Security 
(cont’d.) 
 
 

healthcare and 
wellness systems 

requirements for network 
connectable components of 
healthcare and wellness 
systems 

Medical electrical 
equipment 

Safety-related technical 
security specifications 

IEC TR 60601-4-5 Medical 
electrical equipment – Part 4-5: 
Guidance and interpretation – 
Safety-related technical 
security specifications 

Web applications / 
Software systems 

Application security 
vulnerabilities (per OWASP 
Top 10) 

OWASP Top 10 Standard of 
awareness document for 
developers and web application 
security 

Software / Network 
devices 

Common weaknesses (per 
CWE Top 25) 

CWE Top 25 Top 25 most 
dangerous software weakness 

Information systems 
/ Network devices 

Technical information 
security testing and 
assessment (Inclusions: 
4.1, 4.2, 4.3, 4.4, 5.1 and 
5.2) 

NIST SP 800-115 Technical 
guide to information security 
testing and assessment – 
Recommendations of the 
national institute of standards 
and technology 

Network devices / 
Cloud infrastructure 

Secure configuration 
benchmarks 

CIS Benchmarks for Network 
Devices and Cloud 
Infrastructure 
Secure configuration guidelines 
for network devices and cloud 
infrastructure 

 
 


